NEQAFOrAM O6 MHOOPMALIMOHHON BE3OMNACHOCTHU

Korpga peyb 3axoanTt 06 MHMOpMaUNOHHOM 6e30MacHOCTU, 0ObIYHO Mbl HAYMHAEM
AyMaTb O KOMMNbIOTEPAX, CETAX, MHTEPHETE N Xakepax. Ho ansa obpasoBaTtensHoW cpeabl
npobsiemMa CTOUT WMPE: B OrpaxKAeHUN yyallerocs oT MHGopMaLmMm, KOTopasi MOXeT
HEraTMBHO MOBJIMATb Ha ero GOpMMPOBAHME N pa3BUTUE, TO €CTb O NponaraHae
pa3fINYHOM HanpaB/IEHHOCTMW.

MoHaTne nHdpopMayMoHHOM 6e30NacHOCTHU

MNoa MHpOpMaUMOHHOM 6e30NacHOCTbI0 MOHMMAETCS 3aLMLWEHHOCTb MHMDOPMaLMOHHOMN
CUCTEMbI OT C/Ty4aHOro Uan npeaHaMepeHHOro BMelaTenbCTBa, HaHocawero yuwepb
BflagenbuaM nnm nonb3osaTensm MHpopMaunm.

Ha npakTuke BaXXHENLWnMKN ABASIOTCA TpM acnekTa nHdhopMauMoHHOn 6e3onacHoCTu:
e [OCTYNHOCTb (BO3MOXHOCTb 3@ pa3yMHOe BpeMs NnonyunTtb Tpebyemyto
WHQOPMaLMOHHYIO YCIYTY);
e LENOCTHOCTb (aKTyanbHOCTb M HENPOTUMBOPEYMBOCTb MHMOPMaLmMn, ee
3alWNWEHHOCTb OT pa3pyLleHNS N HECAHKLMOHUPOBAHHOIO U3MEHEHNS);
e KOH(MMAEHUMANbHOCTb (3aWwmTa OT HECAHKLMOHNUPOBAHHOIO NPOYTEHNS).

HapylweHus AOCTYNHOCTU, LEeNOCTHOCTM U KOHDMAEHUNANbHOCTU MHpOPMaunm MoryT
6bITb BbI3BaHbl PasfIM4YHbIMM ONACHbIMW BO3AENCTBMSAMU HA MHDOPMaALMOHHbIE
KOMMbIOTEPHbIE CUCTEMBI.

OCHOBHbIe yrpo3bl MH(pOpMaLMOHHOW 6e30NacHOCTHU

CoBpeMeHHast UH(pOpMaLMOHHAs cucTemMa npeacTaBniseT cobol CNOXHY CUCTEMY,
COCTOSILLYO 13 60/1bLIOro YMcsia KOMMOHEHTOB Pa3/fIMYHOM CTEMEHN aBTOHOMHOCTH,
KOTOpble CBsi3aHbl Mexay cobon n obMeHmnBaoTCa AaHHbIMWU. [MpaKTUYEeCKN KaXKablii
KOMMOHEHT MOXET NOABEPrHYTbCS BHELWIHEMY BO34AENCTBUIO UM BbINTU N3 CTPOS.
KOMNOHEeHTbl aBTOMAaTU3UPOBAHHON MHMOPMALMOHHON CUCTEMbI MOXHO pa3buTb Ha
cheaywouwme rpynnbi:

AnnapartHbie cpeAgcTBa. DTO KOMMbIOTEPbI U UX COCTaBHble YacTu (NPOLLECCOpHI,
MOHWUTOPbI, TEPMUHANbI, NepudeEpPUinHbIE YCTPONCTBA — MPUHTEPbLI, KOHTPOJIIEPHI,
kabenu, NMHWUKU CBSA3N N T.4.);

MNMporpammHoe obecrneyeHue. JTO NpMobpeTeHHbIe MPOrpamMmmbl, UCXOLHbIE,
06beKTHbIe, 3arpy304Hbie MOAY/N; ONepaunOHHbIE CUCTEMbI U CUCTEMHbIE MPOrpamMmsl
(KoMNUNSATOPbI, KOMMOHOBLUWKN U ApP.), YTUINTbI, ANAarHOCTUYECKME NPOrpamMmMbl U T.4.;
HdaHHbIe, XpaHMble BPEMEHHO W MOCTOSSHHO, Ha AMUCKaX, GnaliKax, NeyaTHble,
apXUBbl, CUCTEMHbIE XYPHanbl U T.A.;

MNMepcoHan. MNMonb3oBaTenun, CUCTEMHbIE aAMUHUCTPATOPbI, NPOrpaMMUCTbI U 4p.

OnacHble BO3AENCTBUS Ha KOMMbIOTEPHY MHHOPMALMOHHYK CUCTEMY MOXHO
noApasaenuTb Ha cny4valHble U NpeAHaMepeHHblie. AHanM3 onbiTa NPOEKTUPOBAHUS,
N3roTOBJIEHUS W 3KCNyaTaumnu MHMOOPMALIMOHHbBIX CUCTEM MOKA3bIBAET, UTO
MHpOopMaLUMsa NOABEPraeTCs pasfiMYHbIM CrlydaliHbiM BO3AENCTBUSM Ha BCEX 3Tanax
LMK XXU3HU CUCTEMBI. MpuUYnHaMm cny4vyamHbiX BO34EACTBUIA NPM 3KCNTyaTauum MoryT
ObITb:

e aBapUMHbIE CUTYALUN U3-3a CTUXUINHBIX BEACTBUIN N OTKHOUYEHU

3M1eKTPONUTaHUSA;

e OTKasbl U cbou annapaTypsbl;

e owmnbkM B NnporpaMMHOM obecneyeHnu;

e owmnbkm B paboTe nepcoHana;

e OMEXU B JINHUAX CBA3M U3-3a BO3AENCTBUNA BHELLHEN Cpeabl.

MNpeaHaMepeHHble BO3AENCTBUA — 3TO LiefleHanpaB/ieHHble AeACTBUSA Hapywutens. B
KayecTBe HapyLuTens MOryT BbiCTynaTb CAyXalinin, noceTuTenb, KOHKYPEHT, HAEMHUK.
[encTBms HapywuTens MoryT 6biTb 06yCnoBneHbl pa3HbIMM MOTUBAMMN

e HeaOoBONbCTBOM CNyXallero CBOEN Kapbepow;

e B3STKON;



e N060MNbITCTBOM;
e KOHKYpEHTHOW 6opbbon;
e CTpeM/IEHWMEM CaMOYTBepPAMUTbLCS Nt060M LLEHOMN.

MO>XHO COCTaBUTb MMMNOTETMYECKYIO MOAENb NOTEHLMANbHOMO HapyLWUTeNs:
e KBanMdMKaUMUs HapyLUUTENS Ha YPOBHe pa3paboTumka AAaHHOW CUCTEMBI;
e HapyLMUTENEM MOXET 6blTb KaK NOCTOPOHHEE NTNLO, TaK N 3aKOHHbIM
Nonb30BaTeNlb CUCTEMbI;
e HapyLWMUTENO U3BECTHA MHGOPMaLUMa 0 NpuHUMNax paboTbl CUCTEMDI;
e HapywwuTenb BbibMpaeT Hanbonee cnaboe 3BeHO B 3alyuTe.

Haunbonee pacnpocTpaHeHHbIM U MHOFrOObpa3HbIM BUAOM KOMIMbIOTEPHbIX HapYLUEHWI
ABNSETCS HECAHKLUMOHNUPOBAHHBIA AOCTYMN. HECaHKUMOHMPOBAHHbLIM AOCTYMN UCMONb3yeT
Nobyo oWKnbKy B CUCTEME 3aLLUUTbl U BO3MOXEH MPU HeEpaLUMOHanbHOM Bbi6Ope CpeacTs
3aWMThl, X HEKOPPEKTHON YCTaHOBKE U HacTpoWke.

MNMpoBeaeM KnaccupuKaumio KaHanoB HECAHKLMOHMPOBAHHOIO AOCTyNa, N0 KOTOPbIM
MOXXHO OCYLLECTBUTb XULLEHNE, USMEHEHUE WUTN YHUUTOXEHMNE NHDOPMaLNK:
Yepes3 yenoseka:
e XWLUEHMe HocuTenem nHhopmaummu;
e YTeHMe MHdOopMaLMKM C IKpaHa WM KnaBuaTypbl;
e YTeHMe MH(OpMaLNM U3 pacrneyvaTKu.
Yepe3 nporpammy:
e nepexBaT naponen;
e pgewndpoBka 3awmndpoBaHHON MHMOPpMaLMK;
e KOMMpOBaHMe MHPOPMaLNK C HOCUTENS.
Yepe3 annapartypy:
e MoAK/OYEHMNE creymanbHo pa3paboTaHHbIX annapaTHbIX CPeacTs,
obecneumBatowmx 4oCcTyn K nHpopMaumu;
e rnepexBaT NO6OYHbIX 3/1EKTPOMArHUTHbLIX U3TYYEeHUn OT annapaTypbl, IMHUI
CBS13U, CEeTelr aNeKTponuTaHnsa u T.4.

Ocobo cneayet oCTaHOBUTLCS Ha Yrpo3ax, KOTOPbIM MOTyT NOABEPraThCs
KoMnMbloTepHble ceTn. OCHOBHasi 0COBEHHOCTb /I060M KOMMbIOTEPHOW CETU COCTOUT B
TOM, YTO ee KOMMOHEHTbI pacnpeaeneHbl B NpocTpaHcTee. CBA3b MeEXAY y3/1aMn CETH
ocywecTensieTcss GU3nYeckn C NOMOLLBbIO CETEBLIX JIMHNIA M NPOrPaMMHO C MOMOLLbLO
MexaHu3Ma coobuieHumin. Mpu 3ToM ynpasnswowme coobLeHns n aaHHble,
nepecblslaeMble MeXAay y3faMn CETU, NEPeNAtoTCs B BUAE NAaKeToB 0bMeHa.
KoMnblOTEPHbIE CETU XapaKTePHbl TEM, UYTO NPOTUB HUX MPeANPUHUMAIOT TakK
Ha3blBaeMble yAasieHHble aTakn. HapylunTenb MOXET HaXoAUTbCS 3a ThiCAYN
KW/IOMETPOB OT aTaKyeMoro o6bekTa, Npu 3TOM HanaAeHUIO MOXET NoABepraTbCs He
TOJSIbKO KOHKPETHbIN KOMMbIOTEP, HO U MHpOPMaLMS, Nepeaarowascs no CeTEBbIM
KaHanaM CBSI3MU.

O6ecneueHne nHpopMaLMOHHON 6e30NacHOCTH

dopMupoBaHue pexunma MHpopMaumMoHHoM 6e3onacHoCTM — NnpobnemMa KOMMNIEeKCHas.
Mepbl MO ee peLeHnIo MOXHO NoapasaenuTb Ha NSATb YPOBHENR:
1. 3akoHogaTeIbHbIM . DTO 3aKOHbl, HOPMAaTUBHbIE aKTbl, CTaHAAPTbI U T.M.

HopmaTtueHo-npaBoBas 6a3a onpeaensowas NoOpsSAoK 3aWmnTbl MHDOpMaLMN:
2. MopasibHO-3TH4YeCKHnM. BCeBO3MOXHbIE HOPMbI MOBeAeHUsl, HecobnoaeHne
KOTOPbIX BeAEeT K NageHMIo NpecTMKa KOHKPETHOro YesioBeKa Uauv Lesion opraHusauum.
3. AAMUHHNCTpaTHBHbINA. [lencTBus oblero xapakrepa, npeanpuHMMaeMble
PYKOBOACTBOM OpraHm3aumun. TakuMm 4OKYMEHTaMn MOryT 6biTb:
e [MpuMKas pykoBoauTeNs 0 Ha3HAYEeHWM OTBETCTBEHHOrO 3a obecneyeHune
MHpOpMaLMOHHOMN 6€30NacHOCTH;
e JOJIKHOCTHble 0653aHHOCTM OTBETCTBEHHOro 3a obecneveHue
MHdOpMaUMoHHOM 6€30NacHOCTH;
e repeyeHb 3awmuaemMbiXx MHOOPMaLMOHHbIX PeCcypcoB 1 6a3 AaHHbIX;



e  VHCTPYKLUMIO, ONpeaensowyo Nopsaaok npeaocrasneHns nHpopMaunm
CTOPOHHUM OpraHmM3aumsM No Mx 3arnpocamM, a TakxkKe no npasamM JocTyna K
HEeN COTPYAHUKOB OpraHusauunu.
4. dnsznyeckmmn. MexaHM4YecKkune, 3NeKTpo- U 31EKTPOHHO-MeXaHMYeCcKMe NpensTCTBus
Ha BO3MOXHbIX NYTAX MPOHUKHOBEHWUS MOTEHLMANbHbIX HapyLLIUTENen.
5. AnnapatHo-nporpaMMHbIi (3NEKTPOHHbIE YCTPONCTBA M CneunanbHble NporpaMmMbl
3alnTbl MHPOpMaLMK).

MpuHATbIE Mepbl MO Co3aaHU0 6e30nacHO MHPOPMALMOHHOM CUCTEMbI B LLUKONE:

e ObecneyeHa 3aWwmTa KOMMbIOTEPOB OT BHELHMX HECAHKLMOHMPOBAHHbIX
BO34ENCTBMIA (KOMMbIOTEPHbIE BUPYChI, IOrMyeckne 6omM6bI, aTakm XxakepoB U
T. 4.)

e YCTaHOBJ/IEH CTPOruii KOHTPO/1b 3a 3N1IEKTPOHHOM No4YTon, obecneyeH
MOCTOSIHHbI KOHTPOJNb 3@ BXOASLWEN N NCXoasilen KoppecnoHAEHUNEN.,

e YCTaHOBJIE€Hbl COOTBETCTBYIOLLME NApOo/iM Ha nepcoHasnbHble K.

e Mcnonb3oBaHbl KOHTEHT-PUABTPLI, ANS PuabTpaunm CauToB NO MX
COOEepPXKMMOMY.

EanmMHas cOBOKYMHOCTb BCEX 3TUX Mep, HanpaBieHHbIX Ha NPOTMBOAENCTBUE yrpo3aMm
6e30MacHOCTU C uenblo CBeAEHUS K MUHUMYMY BO3MOXHOCTMU yllepba, obpasyioT
CUCTEMY 3aLUMThI.

CneunanucTtbl, MMetLWMe OTHOLWEHME K CUCTEME 3aLUUTbl AO/KHbI MOSTHOCTbIO
npeacTasnsaTb cebe npuHUMnbl ee PYHKUMOHUPOBAHUSA U B CllyYyae BO3HUKHOBEHUS
3aTpYAHUTENbBbHbBIX CUTYaUunii afleKBaTHO Ha HUX pearmposaTb. 1o 3aWmMTon A0/KHA
HaxoauTbCs BCA cucteMa 06paboTkm nHdopmaumu.

Jlvua, 3aHmMatowmecsa obecneyeHneMm MHGOPMaLNOHHOM 6e30MNacHOCTU, AOKHbI HECTH
JINYHYIO OTBETCTBEHHOCTb.

HapexHasa cucrteMa 3aluTbl A0S1)KHA 6bITb MOMHOCTLIO NMPOTECTUPOBaHa U cornacoBaHa.
3awmnTa ctaHoBuTca 6onee apdhekTMBHOM N rTMO6KON, ecnm oHa AONYCKAET U3MEHEHME
CBOMX MNapaMeTpoOB CO CTOPOHbI aAMUHUCTpaTOopa.

B 3akntoueHne cBoero goknaja xotenocb 6bl AaTb HEKOTOPbIE peKoMeHAaumu no
opraHusaummn paboTbl B MHOOPMALMOHHOM MPOCTpPaHCTBe, YTo6bl y6epeub ceba n ceBomx
61M3KNX OT MHTEPHET-NMPECTYNHMKOB.

PekoMeHaaumm no opraHmsaumm pa6orbl B MHOPMaLMOHHOM NPOCTPAHCTBE

1. Mepen HayanoM paboTbl HEO6XOANMMO YEeTKO CPOpMYyNMpoBaTb Lieib M BONPOC NoucKa
nHdopmMaumu.

2. XXenaTenbHo Bblpa6OTaTb OonTUMasbHbIN aJiropuT™M nouncka MHq)OpMaLI,VIVI B CETU
MHTepHeT, 4YTO 3HAYUTENIbHO COKPATUT BPEMA N CUJIbl, 3aTpayYE€HHbIE HA MOUCK.

3. 3apaHee yCTaHOBUTb BPEMEHHbLIN NUMUT (2-3 4Yaca) paboTbl B MHPOPMaLMOHHOM
npocTpaHcTBe (NpOCMOTpP Tenenepenaymn, yreHne, MHTepHeT).

4. Bo BpeMs paboTbl HE06X0AMMO AenaTtb nepepbiB Ha 5-10 MUHYT ANa CHATUSA
pn3nYecKoro HanpsXKeHUa N 3pUTeNbHON Harpy3Ku.

5. Heo6xoamMMo 3HaTb 3-4 ynpaXKHEHUS ANS CHATUS 3PUTENbLHOMO Hamnps>XXeHUs w
dun3nyeckom ycranocTu.

6. PaboTaTb B XOpPOLLO NMPOBETPEHHOM MOMELLEHUM, NMPU ONTUMANbHOM OCBELLEHUN U B
yAobHom nose.

7. He cTouT nerkomMbicneHHo o6pallaTbCs CO CNaM-NMCbMaMu U 3aX0ANTb Ha
Hebe3onacHble Be6-calTbl. /19 MHTEPHET-NPECTYNHUKOB Bbl CTAHOBUTECH JTIEFKOM
[ob6bluen.



8. MNpu perncrpaunm B couManbHbIX CETSX, HE YKa3blBalTe CBOW MNepCOHasbHbIE
[AaHHble, HaNpUMep: aapec WinN AeHb POXAEHUS.

9. He ucnonb3yinte B NOrMHE UM Napose NepcoHanbHble AaHHbIE.

10. Bce 370 N0O3BONISIET UHTEPHET-MPECTYMHMUKAM NOSYyUYUTb AaHHbIE AOCTYNa K
aKKayHTaM 3/IEKTPOHHOM MOYThl, @ TakXe MHPULUMpoBaTh AoMalHKue MK ans BKAKOYEHUS
nx B 60T-CeTb UM AN NOXULLLEHUSA BAHKOBCKUX AaHHbIX poauTenen.

11. Co3zpalite cob6CTBEHHbIN NMpodUab Ha KOMNbOTEpPE, YTOObI 06e30nacuTb
MHpOPMaLMIO, XPAHSLLYIOCS Ha HEM.

12. He 3abbiBanTe, 4TO paKTbl, O KOTOPbIX Bbl y3HaeTe B IHTepHeTe, HY>KHO O4Y€eHb
XOpOLWO NpoBepUTb, ecnn BblbyaeTe NCNonb30BaTh UX B CBOEKM AOMalLHen paboTe.
Llenecoobpa3sHo CpaBHUTb TPU UCTOYHMKA MHGOPMaLNKM, NpeXae YeM peLlmnTb, Kaknum
NCTOYHMKAM MOXHO A0BEpSAThb.

13. O pocTtoBepHOCTM MHDOPMALINM, MOMELLEHHOW Ha CalTe MOXHO CyAUTb MO CaMOMy
canTy, y3HaB 06 aBTopax canTa.

14. Pasmewasn nHdopmMaumio o cebe, cBonx 6AN3KNX M 3HAKOMbIX Ha CTpaHuuUax
coumManbHbIX CETEN, CNpoCcUTe NpeaBapuUTENbHO paspelleHne y Tex, 0 KoM byaeT aTa
nHpopmMaums.

15. He cneayet pa3smelwlaTb Ha CTpaHuuax Beb-cantoB cBou otorpadumun m
doTorpadpum ceBomx 6AM3KMX N 3HAKOMbIX, 3@ KOTOpble BaM NOTOM MOXeT 6bITb CTbIAHO.

16. Cobntogaiite npasuna 3Tnkm nNpu obweHnun B NHTepHeTe: rpybocTb npoBounpyeT
APYrMX Ha Takoe Xe noBeAeHue.

17. Ncnonb3ysa B cBOen paboTe maTepuan, B3ATbIN U3 MHPOPMALMOHHOIO MCTOYHMKA
(kHUWra, nepuogmyeckas neyatb, VIHTEpHET), cneayeT yKasaTb 3TOT MCTOYHUK
nHdopMaummn nnu caenaTtb Ha HEro CCbISIKy, ecnu Matepuan 6bin BaMu nepepaboTtaH.



